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Abstract  
The continuously growing importance of cybersecurity is an unavoidable consequence 

of the rapid development of innovative technological solutions, including, e.g., ubiquitous 

networking, mobile computing, Internet of things, or various forms of cloud services. Every 

new solution, however, gradually threatens electronic data, accessible practically from 

anywhere. Such vulnerability is critical, particularly in the industrial domain, where single 

firms and institutions must remain competitive and cannot ignore business advantages if of 

modern platforms. Although strategic managers are generally aware of cybersecurity risks, 

they frequently have problems with the efficient implementation of efficient managerial 

solutions. Thorough characterisation and minimisation of this bottleneck, based on 

qualitative dynamic modelling, is the primary goal of this research. We see the main reason 

for this discrepancy in a mainly technical nature of cybersecurity and related tools and 

policies in comparison with qualitatively oriented frameworks and techniques of strategic 

management. The existence of such vertical inconsistence naturally reflects knowledge 

asymmetry between business, architectural and logical views of enterprise architecture on 

one side and explicit ways of network communication, configuration of related components 

and other physical aspects on the other. 
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Consequently, the cybersecurity planning power of strategic managers tends to be 

limited and unfocused. Such a lack of specific technical knowledge can result in the 

adoption of risky and possibly limiting strategies of cyber under- or overprotection. Beyond 

the internal vertical gap, there is also a horizontal gap, influencing company interoperability 

in external networks, like supply chains, critical infrastructures, keiretsu groups, or 

international partnerships. 

We believe that both kinds of problems could be minimised with transparent and holistic 

integration and continuous bidirectional understanding and sharing of related business and 

technical knowledge. That is why we conducted a literature review, reflecting typical 

structural and behavioural aspects, related to all investigated levels and directions of 

cybersecurity management in a business context. Collected results were visualised and 

analysed using the mind map and system diagram. Based on these findings, we formulated 

a set of typical dynamic hypotheses and validated it quantitatively through the 

corresponding causal loop diagram. Because of the adopted knowledge-based approach, 

we propose a generally transparent, but still reasonably comprehensive solution, addressing 

both strategic decision-makers and technicians. 
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1 Introduction 

Cybersecurity is a pervasive phenomenon, attracting the increasing interest of 

authorities, industry, researches and end-users (Lezzi et al., 2018), (Pala & Zhuang, 2019), 

(Sánchez et al., 2019), (Fitzgerald, 2020) as a side effect of progressively escalating 

development of information and communication technologies (Leszczyna, 2018), 

(Habibzadeh et al., 2019), (Corallo et al., 2020). Importance of cybersecurity on all levels 

is widely reflected by international and national legislation, e.g., (Directive (EU) 

2016/1148, 2016), (Commission  Implementing Regulation (EU) 2018/151, 2018), 

(Council Regulation (EU) 2019/881, 2019) and industrial standards (International 

Organization for Standardization ISO/IEC 13335-1:2004, 2004), (ISO/IEC 27002:2005, 

2005), (ISO/IEC 27002:2013, 2013), (ISO/IEC 30111:2019, 2019), supported by 

specialised institutions (ENISA, The European Union Agency for Cybersecurity, ECSO, 

The European Cyber Security Organisation) and implemented through wide range of 

different frameworks and up-to-date tools (Li et al., 2019), (Bland et al., 2020), (Williams 

et al., 2020). 

Despite this effort, the number, intensity and impact of cyberattacks growth as a natural 

consequence of the increasing number of interconnected devices (Arumugam & 
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Subramanian, 2019). Thus the contemporary orientation on smart spaces and people-centric 

approaches (Elmaghraby & Losavio, 2014), (Rawat & Ghafoor, 2019) considers the 

systematic embedding of security principles to any kind of interaction with information and 

communication (ICT) resources as an unavoidable must. The inherent complexity of this 

task, however, lies in its two-folded nature. Disregarding whether we deal with the private, 

industrial or public traffic, there is an evident gap between the technical and user level of 

computer applications, which our research strived to fill. To narrow the spectrum of the 

addressed target audience, we concentrated only on security aspects of enterprise 

information systems and on the qualitative level answer the following question:  

Is it possible to present cybersecurity matters also to the non-technical strategic 

manager makers in a transparent, applicable and profitable form? 

Such formulation anticipates the following assumptions:  

• Transparency means that the structural and functional formalisation of the 

analysed phenomenon must be generally understandable, easy to interpret and 

discuss, as well as precise and concise. All these criteria can be met on the 

knowledge level of representation, which integrates and creatively summarises 

available data and information resources (Lai, 2007), (Brusoni et al., 2009), 

(Malhotra & Nair, 2015). If done correctly, significant characteristics remain 

preserved and selected specific details are omitted. 

• Applicability and profitability are based on a seamless inclusion of proposed 

model into standardised performance management frameworks. These 

arrangements expect realistic definition and quantification of all involved 

variables. 

To fulfil these goals, we adopted the balanced scorecard framework (BSC) and extended it 

with knowledge-based aspects of cybersecurity, including the threat intelligence, measures 

of cyber risks and security-supporting architectures, orchestrated in the following context: 

• Value engineering as a transparent way of company value-creating processes 

requires systemic utilisation of standardised performance architectures (Kiran, 

2017), (Egbuhuzor & Port, 2019), (Yihong et al., 2019). They must reflect its two-

folded structure, incorporating effectiveness, i.e. measure of success in doing the 

right things and efficiency, quantifying the level of embedded quality. Because of 

cyclic, i.e. dynamic nature of management, related frameworks must use temporal 

indicators from all internal domains of business, because single time slice can 
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hardly explain complex relations among its key leading (predictive, drivers-

related) and lagging (output-oriented) indicators (KPIs) (Badawy et al., 2016), 

(Domínguez et al., 2019). This research used mainly strategic mapping and 

dynamic balanced scorecards techniques (Kaplan & Norton, 2005), extend with 

selected features of next generations of BSC (Sofiyabadi & Nasabb, 2012), 

(Nielsen & Nielsen, 2013) and inclusion of cybersecurity performance features 

into this framework. 

• Cyber threat intelligence (Abu et al., 2018), (Wagner et al., 2019), (Shin & Lowry, 

2020) can be considered as a complementary initiative to the researched topic. 

Generally, the threat intelligence is evidence-based, must deliver expected value 

and allow to formulate efficient counteractions. Its main goal to collect and 

distribute information about passed threats and their actors to strengthen the 

current level of cyber resilience. Its outputs can be in the form of technical 

recommendations, traditional and advanced data analyses or comprehensive 

knowledge-based representations, depending on the level of discovered 

behaviour. Final recommendations are composed of internally collected data and 

knowledge and extended with experience form external partners and security-

related communities of practice. They include strategic suggestions for board 

members and C-type of managers, tactical hints for security architects, operational 

information, characterising defenders’ behaviour and finally also technical data, 

quantifying incident parameters.  

• Cybersecurity/cyber risk indexes transform diverse and interlinked cybersecurity 

aspects into a single number, which is convenient for governance and strategic 

planning (Lewis et al., 2012), (Bunker, 2020), (Hoffmann et al., 2020). There are 

several recognised approaches, combining internal cybersecurity capabilities with 

the country and industrial sector-specific characteristics (Sammut-Bonnici & 

Galea, 2015). Typical final formulas consider data from the following areas: 

o Level of preparation, including cybersecurity-related business alignment, 

strategic context, governance and leadership, investments or resilience and 

response readiness, 

o Characteristics of historical security incidents, 

o Exposition of cybersecurity risks, given by actual ICT infrastructure, impacts 

of cyber threats, or portfolio of core businesses. 
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• Enterprise architecture: structural implementation of strategic management tools 

and techniques, gradually transforming business processes and organisational 

structures into particular services, provided by specific IT applications, and 

running on appropriate technical infrastructure (Moeller, 2013), (Mowbray & 

Shimonski, 2014), (Dhingra, 2017), (Bhattacharya, 2018). There are numerous 

applicable frameworks, addressing specific types of management. Because this 

research dealt mainly with the inclusion of cybersecurity into the governance, 

strategic planning and change management levels, the following frameworks were 

of our specific interest:  

o Control Objectives for Information and Related Technology (COBIT) is a 

direction-level framework, proposed by The Information Systems Audit and 

Control Association (ISACA) for ICT governance and management (Bartens 

et al., 2015), (Arief & Wahab, 2016), (Almeida et al., 2018), proposing tools 

and processes, minimising the gap between technical issues, business risk and 

process requirements and, consequently, reflecting and supporting business 

processes. Its mission is to get optimal value from enterprise ICT 

infrastructure by balancing related benefits, risks and resources. These goals 

are achieved through the following principles: (i) meeting stakeholder needs, 

(ii) covering the enterprise end to end, (iii) applying a single integrated 

framework, enabling a holistic approach and (iv) separating governance from 

management. Moreover, COBIT scalable structure supports straightforward 

inclusion of new business processes, including the cybersecurity. Although 

the main strength of COBIT insists in the direction level, it covers also change 

management (enterprise architecture) and partially touches also design and 

management of operations. Because for the business alignment of last two 

levels is frequently used Information Technology Infrastructure Library 

(ITIL), companies usually combine both platforms to cover the whole range 

of business activities equally (Sauve et al., 2006), (Huang et al., 2009), 

(Hermanto et al., 2019). 

o The Open Group Architecture Framework (TOGAF) is a framework and a set 

of supporting tools for developing enterprise ICT architecture and aligning it 

with business objectives (Winter & Fischer, 2006), (Hermawan & Sumitra, 

2019), (The TOGAF® Standard, Version 9.2, 2020).  
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It is based on the Architecture Development Method (ADM), which can also 

accommodate cybersecurity requirements. As an intermediate layer, TOGAF 

takes requirements from governance and strategic planning and transforms 

them into the design and implementation matters, convenient for operational, 

e.g. ITIL-based level.  

o From the security architecture point of view, particularly interesting is also 

Sherwood Applied Business Security Architecture (SABSA) framework, 

suggesting an optimal methodology for the development of risk-driven 

enterprise information security architectures and for delivering security 

infrastructure solutions that support critical business initiatives (Coetzee, 

2012), (Pleinevaux, 2016). 

2 Methods 

Although the routine utilisation of knowledge-driven solutions belongs among the most 

perspective performance drivers, there are still some open questions, related mainly to 

appropriate ways of their implementation. Beyond the already mentioned representational 

clarity, practical solutions must be holistic, user-friendly, scalable, intuitive or easily 

shareable in teams. Logically, also the set of applied tools and techniques must reflect these 

non-functional requirements. Based on such assumptions, we conducted initial qualitative 

research, discovering state of the art in knowledge-based inclusion of cybersecurity aspects 

into standardised strategic planning and management frameworks. Thus, we followed the 

general principles of system thinking and design, including holism, purposefulness, 

openness, multidimensionality, hierarchy, interdependence, equilibrium, 

counterintuitiveness, ambiguity or entropy, introduced and refined, e.g., by (Bertalanffy et 

al., 2015), (Forrester, 1961), (Sterman, 2014) or (Meadows & Wright, 2015). These aspects 

were employed in both main phases of the presented research, including knowledge 

elicitation (Diaper, 1989) and modelling (Firlej & Hellens, 1991). Resultant findings were 

considered in the context of organisational learning, divided in (Senge, 2006) into the 

following five disciplines: personal mastery, mental models, shared vision and team 

learning, integrated through the principles of systems thinking. Organisations with properly 

implemented learning principles can also profit from knowledge management 

(Massingham, 2019). As a result, related findings were summarised in the mind map 

(Buzan, 2018), providing a loosely structured graphical representation of analysed 
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phenomenon. Due to its visual straightforwardness and clarity, this technique represents an 

efficient way of representation, communication and sharing of comprehensive outputs of 

literature review. In parallel, the collected conceptual artefacts are further structured with 

the system diagram. In contrast to the linearly structured mind map, system diagram already 

uses feedback loops and more sharply distinguishes between parameters (connections) and 

state variables (boxes). I 

Invented assumptions concerning internal dynamics were incorporated into dynamic 

hypotheses and modelled with the causal loop diagram. The behaviour of the resultant 

model was discussed for selected scenarios, the feasibility of which also proves model 

validity. Thus, the achieved qualitative results and recognised limitations can facilitate 

managerial decisions and modifying the existing reality. Although the presented outputs 

were simplified because of their readability in this document, full versions of all modelling 

diagrams are more comprehensive and serve as resources for currently developed 

computation model.  

3 Results and discussion 

3.1 Mind map 

The mind map in figure 1 characterises the main pillars of our understanding of the 

business alignment of cybersecurity. In its left part, the risk related factors are structured 

into selected types of threats, which can spoil both company data and ICT infrastructure 

and affect its business processes in different ways with explicitly quantifiable impacts. To 

minimise their occurrence, duration and consequences, selected aspects of cybersecurity 

risks must be appropriately included into the existing system of company governance and 

management, summarised in the right part of the map. It covers the particular levels of 

governance, extended with related cybersecurity policy and high-level structure for 

strategic planning and management. Achieved cybersecurity performance, in our case 

integrated into BSC framework, can be evaluated with a selected metric from the left part. 

Then the detailed CS strategy can be composed as a weighted mixture of listed 

components, to maximise the goals, listed in the underlying branch. It also shows the 

specific cycle of CS management, which differs from the generic plan, organise, staff, lead 

and control quintuplet. Finally, structural foundations of EU governance are shown as 

unavoidable external factors. 
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Figure 1  Mind map of analysed domain 

3.2 System diagram 

Following the adopted way of implementation, figure 2 presents the related system 

diagram is the system dynamics notation. We extended four BSC sectors with the 

cybersecurity one because it simultaneously and nontrivially influences segments of 

customers, operations and learning & growth, and indirectly also finances. The diagram is 

composed of the following elements: 

• Rectangles, stocks or capacities are time-varying state variables, expressed with 

nouns. Mutually coordinated development of their levels is crucial for the final 

performance. 
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• Clouds are dummy external resources, which do not belong to the system. 

• Annotated hourglasses are valves, filling or draining the stocks through the 

oriented double arrows (pipes). Because their turning represents an activity, are 

expressed with verbs. 

• Regular variables without borders are stationary parameters, generally represented 

with linear or nonlinear functions (risk, utility, subjectivity). 

• Oriented single arrows constitute a parametric setting of the system. Double-

crossed ones denote considerably slower transfers from start to end. 

• Phantom variables in angle brackets only increase the visual clarity of the diagram 

by removal of possibly intersected graphical elements. 

System-level interpretation of BSC considers the main system variables of single 

sectors as stocks, filled or drained with parametrically controlled valves. Interconnection 

of subsystems is demonstrated with binding stock levels. Strategic decisions are realised 

through Finances, primarily collected from sold products or services, i.e. Operations.  

 

Figure 2  System diagram of cybersecurity in BSC-like performance framework 
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Thus, the constant level of Operations backlog is one of the desirable planning targets. 

Available level of Finances directly determines the most expensive Learning and growth 

subsystem, including both performance drivers (mostly human resources) and 

infrastructural performance enablers. This sector generates both components of 

productivity, efficiency and effectiveness, which, altogether with market-related activities, 

maintain the level of Customers and generate backlog. Cybersecurity was separated from 

Learning and growth sector, because of its broader impact, which is, moreover, oriented 

mainly in the opposite direction from the performance. Beyond productivity, cybersecurity 

incidents can discourage both customers and employees, as well as damage infrastructure 

or business data. 

3.3 Dynamic hypotheses 

For simplicity, let us expect that the performance is expressed with a normalised 

function of quantitative and qualitative indicators from all fours BSC sectors, i.e.,  

Performance (Customers, Operations, Learning and growth, Finances) [%], 

and its target value should be 100% at the end of the planning period. This situation 

represents the basal dynamics hypothesis H1 in figure 3. Let us also introduce an overall 

normalised index of company cybersecurity level (CSI), structured in accordance with the 

left side of figure 1. This relative indicator can be used in the following ways: 

• Independently from performance to provide decision-makers compound 

information concerning this matter. 

• As a part of more or less independent risk management, where the risk is 

normalised function of threat probability or likelihood, level of vulnerability and 

impact of consequences, i.e.: 

Risk(exposed CSI). 

• Fully integrated into existing performance management framework, which is 

approach, presented in this paper. In such case, CSI must be distributed into 

particular BSC sectors. 

To illustrate this last option, we considered a scenario, when single cyberattack 

appeared at the end of the fourth month. With this situation, we interlinked the remaining 

four dynamic hypotheses, H2 – H5 as follows: 
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• H2: If company does not systematically invest into own cybersecurity, an average 

security incident can negatively and irreversibly affect its performance. Although 

an immediate recovery is possible, the slope of performance graph remains 

negative until the further managerial event or threat occurrence. 

• H3: Even a low level of systematic inclusion of cybersecurity into a performance 

framework can eliminate performance decrease and preserve its steady level. 

• H4: Optimal level of systematic inclusion of cybersecurity into a performance 

framework can eliminate performance decrease and originate its next growth. 

• H5: Extensive level of systematic inclusion of cybersecurity into a performance 

framework can quickly eliminate performance decrease and originate its next 

growth. However, this level of security and fast adaptability is expensive, which, 

it turns, negatively influence the performance. That is why it is generally difficult 

to overcome a smaller growth slope, caused by extensive investments to 

cybersecurity.  

Exact implementation strategy of particular hypotheses can be derived from the 

corresponding causal loop diagram, serving as a qualitative dynamic model of integration 

of cybersecurity into the business. 

 

Figure 3  Dynamic hypotheses for sample scenarios and strategies 
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3.4 Causal loop diagram 

The diagram of qualitative dynamics in figure 4 approximately refines the system 

diagram and suggests conditions, satisfying the above-outlined dynamic hypotheses. 

Sample resources for strategic decisions are shown in its lower part in the form of several 

stabilising loops with for clarity omitted settings of desired levels. The exact values of 

single parameters depend on adopted strategy and are limited mainly with available 

finances, generated by operations backlog, maintained with an appropriate combination of 

orders, technology and productivity. Productivity, i.e. input to output conversion ratio, is 

composed of the quantitative part, including staff and infrastructural changes and the 

qualitative one, achieving efficiency through organisational learning and development of 

teamwork and individual capabilities.  

The upper right quadrant illustrates sample structure of the cybersecurity sector. It 

includes own quantitative and qualitative loops, establishing the desired level of resilience 

and decreasing vulnerability. Marketing focuses purely on the attraction of potential 

customers. Corporate social responsibility has, however, a broader scope and introduces 

external Political, Economic, Social, Technological, Environmental and Legal factors 

(PESTEL) to the model. They can be interpreted, e.g., as a competitive advantage, 

reputation, customers’ satisfaction, interoperability or public awareness. From the dynamic 

point of view, cybersecurity is included in seven loops, chronologically ordered as follows: 

Single balancing loop of strategic planning: 

• L1: CS → Resources for strategic decisions → CS  

Four reinforcing loops for building and using CS capabilities: 

• L2: CS → General CS training → Resilience → Vulnerability → CS 

• L3: CS → Specific CS training → Resilience → Vulnerability → CS 

• L4: CS → CS staff → Resilience → Vulnerability → CS 

• L5: CS → CS architecture, compliance, infrastructure → Resilience 

→ Vulnerability → CS 

Two balancing controlling loops: 

• L6: CS → Effectiveness → Productivity → Operations backlog → 

Resources for strategic decisions → CS 

• L7: CS → Quality of services Efficiency → Productivity → Operations backlog 

→ Resources for strategic decisions→ CS 
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Figure 4 Causal loop diagram summarising dynamics of cybersecurity integration 

 

These loops constitute behaviour, assumed by the specicic dynamic hypotheses: 

• H1 represents a sample output from the planning phase, and functionally 

corresponds with H4. Without external or internal threats, there is no need for any 

reactive actions, and the performace develops steadily during the whole period. 

• H2 does not expect any explicit cybersecurity infrastructure, which means, that 

loops L1 - L7 are missing. Such solution is cheaper and in a safe environment 

influences performance positively. However, when an accident happens, a 

vulnerable system is not prepared for a prompt recovery and loses performance 

gradually. 

• H3 assumes only development of mandatory cybersecurity quantities, represented 

with the loops L1, L2 and L6. These resources are enough for incident recovery, 

but cannot guarantee the recurring performance growth. 
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• H4 benefits from the existence of all cybersecurity loops L1 – L7 and their optimal 

adjustment. Well-developed qualitative aspects of cybersecurity through loops 

L3 - L5 and L7 result at least in a renewal of original growth. Additional 

managerial decisions can this situation even improve. 

• H5 is the opposite extreme to H2. Excessive level of cybersecurity is a costly 

alternative, restricting performance growth because of budget limitations. On the 

other hand, minimisation of impacts and fast recovery are its evident advantages. 

4 Conclusions 

This research provides a qualitative dynamic analysis of an enterprise cybersecurity 

inclusion into a standardised performance framework. Its main goal was to propose a 

knowledge-based interconnection of technical and business aspects of the studied 

phenomenon. Practically it means that traffic data, outputs of network analysing tools as 

well as cybersecurity-related technical knowledge and threat intelligence are integrated into 

particular key performance indicators. In parallel, employees are educated in cybersecurity 

matters and trained to identify and mitigate cybersecurity risks early. Such a joint approach 

can result in a generally understood, systemically governed and safe growth of the business, 

capable to minimise consequences of incidents and efficiently reflect a continuous 

expansion of external and internal threats. 

To establish such framework, we adopted the dynamic system approach and reviewed 

the latest related resources. Collected conceptual information was modelled and gradually 

structured using the mind map and system diagram. Then we proposed five dynamic 

hypotheses and justified them through the related causal loop diagram. The main findings 

were: 

• Because of the fast dynamics of cybersecurity, caused by technological 

development, increasing diversity and frequency of cyberattacks, companies must 

be able to adopt systemic, scalable, transparent and well-justified, preferably 

knowledge-based solutions. 

• From the governance point of view, cybersecurity represents a specific area of 

interest, directly or indirectly addressing all standard sectors of performance. That 

is why it cannot be merged with existing processes and requires specific structural 

arrangements. 
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• Strategic management of cybersecurity requires should be based on compound 

metrics, summarising its quantitative and qualitative aspects. 

• Adequately unsecured organisations can face significant problems even after a 

single attack. On the other hand, massive cybersecurity investments slow down 

core business development. Optimal system of cybersecurity management has 

well-balanced its effectiveness and efficiency components. 

Finally, the main advantage of knowledge-based modelling insists in its ability to find 

key behavioural features in the context of the whole system, identify counterintuitive 

patterns or simplify and visualise multidimensional nonlinear and delayed relations. 

Realistic transformation of real-world problems into a software form also establishes an 

intuitive platform for acquisition and sharing of knowledge among distributed research 

teams and supports professional education and training. Thus, the obtained qualitative 

model currently serves as a group decision-support tool, based entirely on domain 

knowledge and primarily validated with expert opinions. Its is intuitive and scalable 

architecture supports its continuous development. Our future research will concentrate 

mainly on the quantitative system dynamics implementation of the presented qualitative 

concept. 
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